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Sikkerhed er mange ting — nogle eksempler
Forskellige motivationer og grupperinger
Botnets/Trojans: Forskellige typer af angreb
Forretningsmodeller som drivere

Et kig ind i fremtiden...
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Cyberkriminalitet har mange ansigter

School-mate sent you a greeting card
from Greeting-Cards.Com!

Sentt Thu 8/9/2007 5:35 PM

School-mate has created a greeting ecard for
you at Greeting-Cards.Comn,

the Internet's most popular greeting card
service.

Your greeting card ID is:
e559ae0855al16e2a14205cd17

To see your custom greeting card, simply click
on the link below:

http://64.171 . et 7
e559ae0855al16e2a14205cd17?

Send greeting cards from Greeting-Cards.Com
whenever you want by visiting us at:
http://Greeting-Cards.Con/

Copyright (c) 1996-2007 Greeting-Cards.Com ALl
Rights Reserved

| »

4|

"Update Your Amazon Account”

Sentt Wed 8/8/2007 2:19 PM

amazoncom.

Dear Amazon® member,

It has come to our attention that your Amazon order
Information records are

out of date.That requires you to update the order
Information If you could

please take 5-10 minutes out of your online experience
and update

your order records, you will not run into any future
problems with Amazon

online service.

However, failure to update your records will result in
account termination.

Please update your records in maximum 24 hours.

Once you have updated records, your Amazon session
will not be

interrupted and will continue as normal.

To update your Amazon order Information click on the

J »

following link:
Click to follow link

http: /165,236 eemswbe sinternal ‘ama.htm

http: /fwww.amazon.com/exec/obidos/account-

access-loginfref=findex

Best Regards ,
Amazon Security
Departament

Conditions of Use | Privacy Notice
c 1995-2007, Amazon.com, Inc. or its affiliates.

4|
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Cyberkriminalitet har mange ansigter
]

4 Cryptolocker

Your personal files are encrypted!

Your important fies encryption produced on this computer: photos, videos,
documents, etc. Here & a complete Ist of encrypted fies, and you can personaly verify
this.

Encryption was produced using 2 unique public key RSA-2048 generated for this
computer. To decrypt files you need to obtain the private key.

The single copy of the private key, which wil allow you to decrypt the files, located
on 3 secret sarver on the Intemet; the server wil destroy the key after a tme
specified In ths window. After that, nobody and never will be able to restore fles...

To obtain the private key for this computer, which wil automaticaly decrypt fies, you
need to pay 300 USD / 300 EUR / simiar amount n another currency.

Click «Next» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.
10/13/2013
1:21 PM

Tme left

71:38:18
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Cyberkriminalitet har mange ansigter
‘
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Cyberkriminalitet har mange ansigter
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Cyberkriminalitet har mange ansigter...

SAN FRANCISCO

>

11 SQUAWK BOXTT —

MAT HONAN
WIRED MAGAZINE SR. WRITER 1.2258

ss Worldwide. 4 Firstin Business Worldwide. 4 First in Business Worlg \"’ A
First in Business Worldwide. A Firstin Business Worldwide. & First in CNBE? S
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Botnets — Organiseret kriminalitet pa nettet

« 3 Eksempler pa typiske angreb pa Internettet

* Botnets — hvad er de, og hvordan er de opbygget?
* Hvad er forretningen bag?

* Hvordan kan botnets bekampes

* Vores forskning — hvad arbejder vi med

* Spgrgsmal og (maske) svar
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Eks. 1: Stjalne forretningshemmeligheder

* De gode eksempler er der, men de kommer sjxldent frem i
offentligheden.




UNIVERSITY

Eks. 2: Steffen fra Thyborgn




Mule network MONEY MULES

. . ‘ 1. Hire Mules

4 2. Mules Establish Accounts
3. Breach Account
4. Wire To Mule Accounts

5. Mule Wires Via Transfer Service
6. Commisions Paid, Criminals Profit

Step 1 Criminal
Hire Mules  accounts

Step 5

Step 2

W Mules Establish Accounts

O%lCom mision

Step’; 6
Commisions Paid
Criminals Profit

Account 1 Account 2 Account 3
_ Step 3 . ¥ Step 4
Breach Account \ Wire To Mule Accounts

Cyber Criminal
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Eks. 3: DDoS angreb pa ...

@ Elever hackede skolers computere - dr.dk/Nyheder/Ligetil - Mozilla Firefox ===
Filer Rediger Vis Historik Bogmasrker Funktioner Hjeelp
| ) Elever hackede skolers computere - d... x l ® Rejseplanen x I ) DSB: Find rejsen, se prisen og keb! x ] e
6 @ www.dr.dk/Nyheder/Ligetil/Dagens_fokus/Indland/2014/04/Elever_bag_hacker_angreb_paa_skolers_computere.htm X a ~ Google A ¥ #
"_" B e I a8 i L Uyers viguyste .
historier
Laes mere

Venter pa www.dr.dk...

Elever hackede skolers computere

23. apr. 2014 12.22 Indland

Elever fra en folkeskole ville ikke tage en test. De

lavede et hacker-angreb, som ramte cirka 7000
computere pad 27 forskellige skoler.

Hvert ar skal eleverne i folkeskolen til prove for at
vise, hvor dygtige de er.

Proven foregar blandt andet via internettet, men for
en maneds tid siden matte en skole i Hedensted
udszette dette ars tests.

Skolens computere kunne ikke komme pa internettet
pa grund af et hacker-angreb.

Bag angrebet stod nogle af skolens zeldste elever,
der ikke ville til prove.

Eleverne kan blive meldt til politiet
Eleverne forstyrrede internetforbindelsen til 27
skoler, og cirka 7000 computere blev ramt af hacker-

angrebet, fortzeller P4 Trekanten.

Hedensted Kommune har fundet eleverne bag
angrebet. De risikerer at blive meldt til politiet.

Kommunen siger, at eleverne nok ikke ville have lavet

__S9% Mail

Lees op

Lzes ogsa

»> Politiet seetter
hardere ind mod
it-kriminelle

»> Hackere har faet
adgang til cpr-numre

»> Hackere har angrebet
politiets registre

»> Hackere elsker
Facebook

»> Hackere stjal fra EU
og NATO i fem &r

»> Hacker-angreb er den
storste trussel mod
Danmark

»> Stort angreb mod
svenske hjemmesider

Del artiklen:

Billedserie:
Vandfestival i
Myanmar

Lees mere

' | RSS-feed med
Ligetils nyheder

I aEa— A
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Eks. 3: DDoS angreb pa Nem ID

Architecture of a DDoS Attack

— /j —— —
Handler Handler
P AN = AN
Zombie| |Zombie | | Zombie | | Zombie Zonble Zombie| | Zombie

N7
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Hvad er sa et Botnet for noget?

BOT MASTER
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Hvad er et Botnet?

Bot-herder Owner and Operator

Online Black Market @
Click fraud

&7‘ \// [’}&’%" il |dentity theft
&

Spammer // &}
Spam runs
- e - e - 0 &

©° ©*
Phisher
BOTNET =" Phishing attacks
& Thousands of ==,
compromised *h |
computers =

Attacker
DDos attack on Web server

Spam and host Malware to lure more nodes
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2 KINDS OF GLIGK FRAUD

COMPETITIVE CLICK FRAUD

ACME »
CHARTERS Go gk

ACME Charters

Book & private plars amywisee in the work | o
Acme Charters agrees to XYZ Charters, a rival, clicks [lEs
pay Google $10 each time a repeatedly on Acme's ad,

Web surfer clicks on its ad costing Acme $10 per click.
on a Google search page.

ACME
CHARTERS

Google places Acme's
ad on ZZZ Travel Blog
and agrees to pay the
blog $5 for every click

the ad receives.

Acme Charters hires Google to
place its ad on relevant sites
using keywords. Acme agrees
to pay Google $10 per click

I el
(@] 22z

ZZZ Travel Blog

ACME Charters -~ ———————
R KRR R Rin| —

Unbeknownst to Google, ZZZ Travel Blog is a fraudulent
site set up to exploit click fraud. It uses special software

or a zombie network to repeatedly click on the ad.
277 Travel Blog gets rich; Acme Charters goes broke.




IMPACT OFf ZEROACCESS BOTNET

2 KINDS OF GLICK FRAUD — -~ ~

One of the largest P2P
botnets ever known

AchE Coogle X 1.9 mI"IOl
N—

)
v ZeroAccess carries out two
"" ‘ E k k k k k > e revenue generation activities
Acme Charters agrees to XYZ Charters, a rival, clicks : indw - g
pay Google $10 each time a repeatedly on Acme's ad, .
Web surfer clicks on its ad costing Acme $10 per click.
on a Google search page.

8 6 G

Tcopy N Uck pra0®
AFFILIATE CLICK FRAUD =4 N— —
: *Botnet generates...

il 666666 S — —

Google places Acme’s 1.9Mx *i‘ Click fraud generates
ad on ZZZ Travel Blog 488 TB network

Acme Charters hires Google to — and agrees to pay the Earns USS$ 2,165/day traffic/day

. : blog $5 for every click : .

place its ad on relevant sites 9 L ‘ry' . \_ Per annum earnings:
. the ad receives. e

using keywords. Acme agrees — Tens of millions USS!!!

to pay Google $10 per click. - ~ Uses

- 3,458 MWh/d P for >111,000
222 Travel Blog l g o ey
¥ /

ACME Charters O
k k k k k k k klk Cost of electricity > US$ 560,887/day
) * Base

Unbeknownst to Google, ZZZ Travel Blog is a fraudulent sraphercim7t-epmt_5_6_a . ; n
site set up to exploit click fraud. It uses special software . e e o ey e AR

or a zombie network to repeatedly click on the ad.
277 Travel Blog gets rich; Acme Charters goes broke. \/Symantec. @threatintel | www.symantec.com




IMPACT OFf ZEROACCESS BOTNET

—~

e largest P2P
Your personal files are encrypted! ever known

Your important files encryption produced on this computer: photos. videos, documants m i I I io n
etc. Here is a performance list of encrypted files, and you can personally venfy this

Encryption was produced using a unique public key RSA-2048 generated for this
computer. To decrypt files you need 1o obtain the private key

The single copy of tha private key, which will allow you to dacrypt the files, located on 8
secret senver on the Imemel,; the time spgecihed in this vandow, the cost of data
racovery will be increased 2 times

Acme Chartd
pay Google § A Lo ) )
We'b surfer ¢ " - In a month, the private key will be automatically deleted from the secret server. After that

on a Google nobody and never will be able to rastore files

To obtain the private keay for this computer, which will automatically dacrypt files, you need
lo pay 600 USD/J 6800 EUR /! simular amount in ancther curency

Click "Mext” to s=lact the method of payment and the curency

Any attemnpt to remaove or damage this software will lead to the immediate

destruction of the private key by server. ick fraud generates

488 TB network
wil e Increased by 2 times trafﬁc/day
place its ad 0670372014 er annum earnings:

using keywo 3:43:04 ns of millions USS!!!
to pay Goog

Time left

86:54:22

Power for >111,000

. Nete homes/day
iﬂ‘

k * k k k k k kiki e Cost of electricity > USS 560,887/day
) 4k A

Sources
Unbeknownst to Google, ZZZ Travel Blog is a fraudulent E:: W able_graphercimPt-epm_S_6.a MmO e ckcrceyof & ]
site set up to exploit click fraud. It uses special software : ‘ * e e ey e e A
or a zombie network to repeatedly click on the ad.
277 Travel Blog gets rich; Acme Charters goes broke. \/Symantec_ @threatintel | www.symantec.com




IMPACT OFf ZEROACCESS BOTNET
2 KINI . R

Cryptolocker
COMPETI e largest P2P

Architecture of

Attacker
a DDoS Attack

Zombie 4 Zombie 6

Unbeknownst to
site set up to exploi

or a zom ) ¢
277 Travel Blog gets rich; Acme Charters goes broke. \/Symantec. @threatintel | www.symantec.com
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D)) = Price of botnets and service
implemented depends on their age.

Identity
Theft = Different campaign different service

Info Stealing

Reputation Theft

Botnet hosting services

Value

Age & Noisiness

http://www.damballa.com/downloads/r pubs/DoD-Cyber-crime _Gunter-Ollmann_How-Criminals-Profit.pdf




UNIVERSITY

Eksempler pa brug af botnet

» Botnet Ad Fraud generer en indtjening pa $7.2 milliarder i 2016 (ANA and
White Ops).

* Grum blev primert brugt til SPAM. Da det peakede | 2010 kunne det sende
39,6 milliarder beskeder om dagen.

» Lizardstresser er et loT botnet, det bl.a. deltog | et 400GBPS angreb (Juni
2016). Det bestod iszr af webcams og blev brugt til angreb pa Brasilianske
banker og regeringskontorer.

» ZeroAccess kontrollerede op til 1,9 mio. Computere. Det blev iszr brugt til
click fraud og til at generere bitcoins, og havde et energiforbrug svarende til

| 11.000 husholdninger.

» Zeus er kendt for at vere ekstremt svart at detektere og blev brugt til at
kontrollere 3-4 mio. Computere i USA. Iser brugt til at stjele
bankinformationer, men GameOver Zeus havde ogsa cryptolocker
funktionalitet. Meget levedygtigt!!
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Pay per install

Monthly Installs Tier 1 Tier 2 Tier 3
1to 3,000 $0.75 $0.40 $0.10
3,001 to 10,000 $1.00 $0.53 $0.15
10,001 to 20,000 $1.13 $0.59 $0.18
20,001 to 40,000 $1.21 $0.63 $0.19
40,001 to 80,000 $1.29 $0.67 $0.21
80,001 to 160,000 $1.37 $0.71 $0.22
over 160,000 $1.45 $0.75 $0.24

Tier Countries

1 United States, United Kingdom

2 Canada, France, Germany, Netherlands

Australia, Austria, Belgium, Denmark, Finland, Ireland, ltaly, New Zealand, Nonway,
Portugal, Spain, Sweden, Switzerland
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Eksempel - centraliseret

(4

Botmaster

\3, command-and-control
{1 server
K
P ¢
Bots
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Eksempel - peer2peer

(4

Botmaster

Injection of Commands that

ropagate throy h botnet
g Propag g
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DNS kan ogsa bruges til at gemme sig

Malicious server

< .\
Client / Bot Bots, serving as proxy layer
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Example of Zeus User Interface (abuse.ch
=

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

- ¢ - X o I - -eve 0 - |G-

Google P Ll1_,

Zeus :: Statistics A
Information:
ot Information
rofile: :
GMT date: 11.02.2009 Total logs in database: 3677358
GMT time: 14:15:27 Time of first install: 19:59:26 12.02.2009
Statistics: Total bots: 3985
Total active bots in 24 hours: 678
— Summary
Botnet:
Online bots
Remote commands Installs (137) Online bots (578)
Tons: GB 32||TH 122
: -- 23 |- 121
Seach RU 19||RU 120
Search vith template us 19 || GB 86
Uploaded files TH 14 || uUs 33
System: DE 6||TR 25
Profiles I 6| In .
ek FR 3||vn 9
Rl L 2||PE 9
Options PE 2 || HU 5 pu—
Logout CN 2||sa 3
KR 1|(IT 3
IE 1(|DE 2
CH 1(|MA 2
MY 1(|EG 2
SA 1|(UA 2
ID 1||AZ 2
VN 1|(BY 2
TR 1(|LB 1
LB 1(| MY 1
ES 1 =
| Fertig D[ as  [S] apacherz | - | Adblock
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xample of Zeus User Interface (abuse.ch)

=lolx|

) Zeus = Bots - Mozilla Firefox
Datei Bearbeiten  Ansicht

Chronik

Lesezeichen Extras Hife

O - c  x .

v
Zeus :: Bots
Information:
Profile: M
GMT date: 11.03.2009 Countries: [ | compiD's: [ ]
GMT time: 09:26:39
Botnats: [ | 1P's: [ |
Statistics:
T
Botnet:
— Online bots
Remote commands
Logs: Reser i n e e e t . pn i i i i i % D I I
Search n_m
i 1 user_1d9ce10c45_01d6e996 1.1.1.0/main 213.2°= =55 RU 213.1 = 1= :10051 View Kill 96:13:39 0.968
Search vith template
2 fic_000ebbob 1.1.2.2/main 94.1==o0 = -- 22:1025 View Kill
Uploaded files 3 family_01207eeb 1.1.2.2/main 1027 View Kill
System: 4 d719sf2j_0019064f 1.1.2.2/main 87.2=aS=22-1025 - View Kill
Profiles 5218_u_1_00ac3738 1.1.2.2/main 19= == :1025 195.=== ==:10359 V| Kill
profile 6 illusion_f2243e_00576c9d 1.1.2.2/main View Kill
Options 7 brian_ally_0228d16c 1.1.2.2/main View Kill
8 telekit_7482b02_00b07900 1.1.2.2/main View Kill
Logout 9 your_jaxvxjzedk_00a364bc  1.1.2.2/main View Kill
10 home_881b31b48d_00170f87 1.1.2.2/main View Kill
11 your_ il “SSENe=t 1.1.2.2/main View Kill
12 blackxp_000325d8 1.1.2.2/main - & 98:38:15 0.187
13 b154bclafca840e_00397f1d 1.1.2.2/main View Kill 104:11:25 0.078
14 xp_0051dba0 1.1.2.2/main View Kill 97:37:17 3.938
15 desktop_02659af2 1.1.2.2/main View Kill 107:20:49 0.657
16 davie_0085eb43 1.1.2.2/main View Kill 96:34:49 0.188
17 1_d07192a7a4944_0025f597 1.1.2.2/main 110385 View Kill 100:5
18 microsof_886bea_01bd77ea 1.1.2.2/main ===m=2:10278 View Kill
13 mircik_00069abc 1.1.2.2/main 22664 View Kill
20 ammo_00135651 1.1.2.2/main ==D2:15589  View Kill
21 freedom_867dc59_000050cf 1.1.2.2/main 2 View Kill
22 pc_fec662b1943d_00153eae 1.1.2.2/main se.mmmmm==-1027 - View Kill
23 pen_002f0760 1.1.2.2/main 95.2WM==222:1025 95.= 31003  View Kill
24 home_a=uemess 1.1.2.2/main 24.£79545:54537 View Kill
25 bsaftpz_7e2bb74_017743b0 1.1.2.2/main 89. 3= 11025 = View Kill 97:55:18 0.266
26 client_df77fa69_0d6210d8  1.1.2.2/main 89.4====2:1025 89.42:229:38462 View Kill 96:14:16 0.701
27 acer_4d30879900_004dbca2 1.1.2.2/main 20= = b - 2024 =="==D3:25983 - - 97:16:11 0
28 abc_67365a4e5b6_00204191 1.1.2.2/main 113 ThaTR - 115.&=="meT™1027 115 734129 View Kill 98:45:29 8.437
29 skz_fd19c55e0a2_003d5664 1.1.2.2/main 61.5= = "= TH 61 61.9 =:35502 Vie Kill 96:32:12 10.016
20 Lo} 4 1 1 7 2lmmminm £7 714 170 NS NC r— AL v QC.28.17 A 724
= (0[5 [S)[ Awerer |
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BotNet Lifecycle

Phase 5: Dispo hase 1: Birth

Phase 4: Executi Phase 2: Infection

Phase 3: Communication
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Noget om infektioner

* Users — Social Engineering

q eideo My Videos | Videos of Me | About | Help + Upload = @ Record
acebook spammed message

T . - m
containing link to fake >
5 Winloonan ba Vidan
You Ube S|te File Download - Security Warning
Do you want to run or save this file?
o Flash Player upgrade required
You must download and instal the latest version o Name: setup.exe

Player to view this content. D Type: Application, 36.0KB

Download Flash From: 76.73.251.20
+ Compore 10

[ Run ][ Save ][Cmcell
. Promisse me tthat you willl nevver get coughiit again.. | »
: > oL "

o Whie files from the Intemet can be useful, this file type can
") potentially haim your computer. |f you do not trust the source, do not
1un of save this software, What's the rick?

Sabox | Semt Messages | Mobfications | Updates

Latest Videos

Hong Kong
y Bruno Cariot

b
0:58

None of your friends are tagged... yet.

Upload a video of a friend

" ( 1

14

UG O Fake YouTube site “needs”
Id.<version>.exe e

Bk Al setup.exe to play videos

www.aau.dk 32/104
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Noget om infektioner

* Users — Social Engineering

o Favodtes 28 YuoTube 1 Broadcxst Yourss! | ideo posted by ..

o To hefp peotect your securky, Intemet Explover blocked this ske from downiosding fies 1o your comguter. Oick heve for optiore

S$han U0 | QuCLE (0) | Helo | Lean

Froe: Tom
Joned: 1 yer 30
Videos: 5

Subecrbe

0 Flash Player upgrade required
You must downioad and install the latest version of the Adobe Flash
Player to view this content

Dowrdoad Fash

Qutarey

Video Responses: 10 Text Comments: 70

# Ocon @ Internet | Protected Mede On a v Ruon v

www.aau.dk

: Do you want to allow the following program from an
~ unknown publisher to make changes to this computer?

Program name  setup.exe

Publisher: Unknown

File origin: Downloaded from the Intemet
Program location: "Ci\test\setup.exe”

(A Hide details

33/104
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According to Norton...

than half of consumers “always”
use a secure password.

Of those using passwords, less }

rXrxx>

password on their smartphone

{ One in three do not have a
or desktop computer at all!

www.aau.dk 34/104
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Dong Energy: Five forces against hacking

* Education, Gamification, Five recommendations:
® Lock your computer when you leave it
® Delete emails from unknown senders

® Don’t share passwords with colleagues

® Be careful in using USB sticks with unknown origins

® Avoid letting strangers into the building

e 6.000 (test) phishing emails sent:
® 3.000 users clicked on the links
® 1.000 users started filling out information on false websites
® 500 users filled in passwords on false websites

® (note that the attack was very well done)
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Bothets — ren business

Bots

E S
z (4

Botmasters /
Botherders

o~

2

| o]
El (
|

' Botnet

Customers



¢ Botnet Setup

UNIVERSITY

onion/p/cJAt3Vj0dt

roles when operating a botnet

Ag Agora

Listings Profile Wallet Orders Forums Info/Help

SERVICES HACKING

Search

Services
Hacking (10+)
Money (100+)
Other (1)

Main menu

Counterfeits (100+)

Data (60+)

Drug paraphernalia (10+)
Drugs (2200+)

Forgeries (50+)
Information (500+)
Jewelry

Services (100+)

Tobacco (40+)

Weapons (30+)

Botnet Setup

0.16089108 BTC
Can setup your own botnet

-1 year .ru domain

- 1 year offshore hosting

-1 FUD Crypt

- Some free bots to get you started

- LTC (GPU+CPU) miner if you want to start mining
Brought to you by:

Dipsy [l 4.8/5, 10~15 deals

& From: Torland

0.16089108 BTC

Feedbacks:
No feedbacks found.

Welcome - :: Wallet 0.00000000 BTC (Display USD/BTC) :: § 808.00 USD

® 0 NEW MESSAGES [NCRNelclsli)g
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Bothets — ren business

Det er overraskende let at kabe f.eks. et DDoS-angreb.

Bots

E S
z (4

Botmasters /
Botherders

2

| | 4
ic! FFSN, |
2 E 4
J

' Botnet

Customers



UNIVERSITY

Zeus - King of Bots

* Kgb et “kit” pa nettet, og du er karende....
* Let og intuitivt bruger interface for Botmaster
* Iszr populert til at stjele f.eks. Kreditkort-information.

e Estimat: 3.600.000 inficerede maskiner i USA.
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Hvordan kan Botnet bekaempes?

* Hvem skal gore det!

e Host-baseret

Internet

e Netvaerks-baseret

Botnet
detection tools
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Eksempler pa hvad vi ser...

[ BON ) 7 agobot-eo-test2.pcap

7 | REG Qe EF IS EH QR Q QE

(W] Apply a display filter ... <38/> :,J Expression.. | +

No. Time Source Destination Protocol  Length Info
717 31.546926 10.1.1.37 192.168.236.12 DNS 76 Standard query 0x8834 A www.msftncsi.com
718 31.590503 192.168.236.12 10.1.1.37 DNS 181 Standard query response 0x8834 A www.msftncsi.com CNAME www.msftnc..
719 31.593970 10.1.1.37 93.158.110.210 TCP 66 49188 - 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
720 31.644018 93.158.110.210 10.1.1.37 TCP 66 80 - 49188 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 MSS=1460 SACK_PE..
721 31.644287 10.1.1.37 93.158.110.210 TCP 60 49188 - 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
722 31.644515 10.1.1.37 93.158.110.210 HTTP 151 GET /ncsi.txt HTTP/1.1
723 31.653959 10.1.1.37 239.255.255.250 SSDP 175 M-SEARCH * HTTP/1.1

31.669446 157.56.77.156 [TCP Retransmission] 49187 - 443 [PSH, ACK] Seq=1 Ack=1 Win=65392 ..
725 31.693979 93.158.110.210 10.1.1.37 TCP 54 80 - 49188 [ACK] Seq=1 Ack=98 Win=14600 Len=0
726 31.694154 93.158.110.210 10.1.1.37 HTTP 233 HTTP/1.1 200 OK (text/plain)
727 31.694174 93.158.110.210 10.1.1.37 TCP 54 80 - 49188 [FIN, ACK] Seq=180 Ack=98 Win=14600 Len=0
728 31.694295 10.1.1.37 93.158.110.210 TCP 60 49188 - 80 [ACK] Seq=98 Ack=181 Win=65280 Len=0
729 31.694403 10.1.1.37 93.158.110.210 TCP 60 49188 - 80 [FIN, ACK] Seq=98 Ack=181 Win=65280 Len=0
730 31.696849 10.1.1.37 192.168.236.12 DNS 77 Standard query @x275c A ipv6.msftncsi.com
731 31.729422 192.168.236.12 10.1.1.37 DNS 214 Standard query response @0x275c A ipv6.msftncsi.com CNAME ipv6.msft..
732 31.743541 93.158.110.210 10.1.1.37 TCP 54 80 - 49188 [ACK] Seq=181 Ack=99 Win=14600 Len=0
31.945994 10.1.1.37 173.194.65.156 49183 - 80 [RST, ACK] Seq=282 Ack=1 Win=0 Len=0

734 31.947916 10.1.1.37 192.168.236.12 DNS 72 Standard query @0xd551 A stanford.edu
735 31.986911 192.168.236.12 10.1.1.37 DNS 325 Standard query response 0xd551 A stanford.edu A 171.67.215.200 NS ..
736 31.988193 10.1.1.37 171.67.215.200 TCP 66 49190 - 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
737 31.988218 10.1.1.37 171.67.215.200 TCP 66 49189 - 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
738 32.192819 171.67.215.200 10.1.1.37 TCP 66 80 - 49190 [SYN, ACK] Seq=0 Ack=1 Win=4080 Len=0 MSS=1460 WS=1 SAC..
739 32.193118 10.1.1.37 171.67.215.200 TCP 60 49190 - 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
740 32.193380 10.1.1.37 171.67.215.200 HTTP 294 GET / HTTP/1.1
741 32.193647 171.67.215.200 10.1.1.37 TCP 66 80 - 49189 [SYN, ACK] Seq=0 Ack=1 Win=4080 Len=0 MSS=1460 WS=1 SAC..
742 32.193863 10.1.1.37 171.67.215.200 TCP 60 49189 - 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
743 32.410324 171.67.215.200 10.1.1.37 HTTP 1414 HTTP/1.1 200 OK [Malformed Packet]

0000 68 05 ca Of 74 1b 00 30 05 97 57 16 08 00 45 00 h...t..0 ..W...E.

0010 00 42 02 05 00 00 80 11 80 cb 0a 01 01 25 c@ a8 .Buiiiev susau%an

0020 ec @0c 6 3c 00 35 00 2e 62 cd bb f4 01 00 00 01 ...<.5.. bu.u.u.s

0030 00 00 00 00 00 00 06 75 70 64 61 74 65 09 6d 69 ..... u pdate.mi

0040 63 72 6f 73 6f 66 74 03 63 6f 6d 00 00 01 00 @1 crosoft. com.....




UNIVERSITY

Eksempler pa hvad vi ser...

[ NON ) #i] agobot-eo-test2.pcap
A m 5 ® RE Qe=sEF IS FH Q QQE
[I[Applyadisplay filter ... <38/> =2 v] Expression... +
No. Time Source Destination Protocol  Length Info
3852 73.715382 fe80::6d84:d710:c6.. Tf02::c SSDP 208 M-SEARCH * HTTP/1.1
3853 73.950742 10.1.1.37 192.168.236.12 DNS 76 Standard query @0xa729 A dns.msftncsi.com
3854 73.983286 192.168.236.12 10.1.1.37 DNS 92 Standard query response @xa729 A dns.msftncsi.com A 131.107.255.255
3855 76.715308 fe80::6d84:d710:c6.. ff02::c SSDP 208 M-SEARCH * HTTP/1.1
78.600818 10.1.1.37 204.79.197.200 49223 -» 80 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
78.600846 10.1.1.37 204.79.197.200 49224 - 80 [RST, ACK] Seq=202 Ack=1 Win=0 Len=0
3858 80.715451 fe80::6d84:d710:c6.. Tf02::c SSDP 208 M-SEARCH * HTTP/1.1
3859 83.715317 fe80::6d84:d710:c6.. Tf02::c SSDP 208 M-SEARCH * HTTP/1.1
3860 86.208567 10.1.1.37 192.168.236.12 DNS 80 Standard query 0xf124 A killa.darkforces.biz
3861 86.209211 10.1.1.37 192.168.236.12 DNS 75 Standard query @xddcd A www.schlund.net
3862 86.331092 192.168.236.12 10.1.1.37 DNS 142 Standard query response @xf124 No such name A killa.darkforces.biz..
3863 86.422414 192.168.236.12 10.1.1.37 DNS 139 Standard query response @xddcd No such name A www.schlund.net SOA ..
3864 86.423435 10.1.1.37 10.1.1.255 NBNS 92 Name query NB WwW.SCHLUND.NET<@0>
3865 86.715309 fe80::6d84:d710:c6.. Tf02::c SSDP 208 M-SEARCH * HTTP/1.1
3866 87.168222 10.1.1.37 10.1.1.255 NBNS 92 Name query NB WwWW.SCHLUND.NET<00>
3867 87.918226 10.1.1.37 10.1.1.255 NBNS 92 Name query NB WwWW.SCHLUND.NET<00>
3868 88.669443 10.1.1.37 192.168.236.12 DNS 74 Standard query 0x8b@1 A www.utwente.nl
3869 88.757958 192.168.236.12 QRIS DNS 240 Standard query response @0x8b@1 A www.utwente.nl CNAME webhare.civ...
3870 88.758892 10.1.1.37 130.89.3.249 TCP 66 49227 - 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
3871 88.811582 130.89.3.249 10.1.1.37 TCP 66 80 - 49227 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 MSS=1460 SACK_PE..
3872 88.811887 10.1.1.37 130.89.3.249 TCP 60 49227 - 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
3873 88.813056 10.1.1.37 130.89.3.249 TCP 1078 [TCP segment of a reassembled PDU]
3874 88.813170 10.1.1.37 130.89.3.249 TCP 1514 [TCP segment of a reassembled PDU]
3875 88.867085 130.89.3.249 10.1.1.37 TCP 54 80 - 49227 [ACK] Seq=1 Ack=1025 Win=16768 Len=0
3876 88.867365 10.1.1.37 130.89.3.249 TCP 1514 [TCP segment of a reassembled PDU]
3877 88.867379 10.1.1.37 130.89.3.249 TCP 1078 [TCP segment of a reassembled PDU]
88.914030 Dup ACK 3875#1] 80 - 49227 [ACK] Seq=1 Ack=1025 Win=16768 Len..
0000 68 05 ca O0f 74 1b 00 30 05 97 57 16 08 00 45 00 h...t..0 ..W...E.
0010 @00 42 02 05 00 00 80 11 80 cb @a 01 01 25 cO a8 .Buiuvss suuun %
0020 ec @c f6 3c 00 35 00 2e 62 cd bb f4 01 00 00 01 ...<.5.. b.......
0030 00 00 00 00 00 00 06 75 70 64 61 74 65 09 6d 69 ....... u pdate.mi
0040 63 72 6f 73 6f 66 74 03 63 6f 6d 00 00 01 00 01 crosoft. com.....
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Eksempler pa hvad vi ser...

eoce
A B

@éQ@@Eﬁii:g

"] agobot-eo-test2.pcap

Q Q] F

[I\ApmyadSpbyﬁneL"<X/>

a '] Expression... +

No.
4861
4862
4863
4864
4865

Time

119.441008
119.441461
119.542362
119.542493
119.746080

120.042230

120.043027
120.363575
120.364584
120.495415
120.568628
120.568876
120.569801
120.569914
120.714547
120.876241
120.876535
120.876563
121.087019

Source

fe80::6d84:d710: c6..

10.1.1.37

fe80::6d84:d710: c6..

10.1.1.37
10.1.1.37
10.1.1.37
10.1.1.37
192.168.236.12
10.1.1.37
10.1.1.37
171.67.215.200
10.1.1.37
10.1.1.37
10.1.1.37

fe80::6d84:d710: c6..

171.67.215.200
10.1.1.37
10.1.1.37
171.67.215.200

Destination
ff02::1:3
224.0.0.252
ff02::1:3
224.0.0.252
10.1.1.255
207.155.248.73
192.168.236.12
10.1.1.37
171.67.215.200
10.1.1.255
10.1.1.37
171.67.215.200
171.67.215.200
171.67.215.200
ff02::c
10.1.1.37
171.67.215.200
171.67.215.200
10.1.1.37

Protocol  Length
LLMNR 84
LLMNR 64
LLMNR 84
LLMNR 64
NBNS 92
DNS 76
DNS 329
TCP 62
NBNS 92
TCP 62
TCP 60
TCP 1078
TCP 1514
SSDP 208
TCP 54
TCP 1514
TCP 1078

Info

Standard query @0xd9b2 A wpad
Standard query @0xd9b2 A wpad
Standard query @0xd9b2 A wpad
Standard query @0xd9b2 A wpad
Name query NB WPAD<00>

49230 - 80 [RST, ACK] Seq=537 Ack=1 Win=0 Len=0

Standard query @xea75 A www.stanford.edu

Standard query response @xea75 A www.stanford.edu A 171.67.215.200..
49233 - 80 [SYN] Seq=0 Win=8192 Len=@ MSS=1460 SACK_PERM=1

Name query NB WPAD<00>

80 - 49233 [SYN, ACK] Seq=0 Ack=1 Win=4080 Len=0 MSS=1460 SACK_PER..
49233 - 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0

[TCP segment of a reassembled PDU]
[TCP segment of a reassembled PDU]
M-SEARCH % HTTP/1.1

80 - 49233 [ACK] Seq=1 Ack=1025 Win=5104 Len=0

[Tcp
[TCP

segment of a reassembled PDU]
segment of a reassembled PDU]
Dup ACK 4876#1] 80 - 49233 [ACK]

Seq=1 Ack=1025 Win=5104 Len=..

121.245445
121.495331

122.745333
123.714209
125.245256
125.453547
125.453816
125.453841

10.1.1.37
10.1.1.37
10.1.1.37

fe80::6d84:d710: c6..

10.1.1.37
171.67.215.200
10.1.1.37
10.1.1.37

10.1.1.255
171.67.215.
171.67.215.200

171.67.215.
10.1.1.37

171.67.215.
171.67.215.

92

Name query NB WPAD<00>
Retransmission] 49233 - 80
Retransmission] 49233 - 80
M-SEARCH * HTTP/1.1
Retransmission] 49233 - 80
49233 [ACK] Seq=1 Ack=1561
Retransmission] 49233 - 80
Retransmission] 49233 - 80

Seq=1025 Ack=1 Win=64240 Len..
Win=5640 Len=0 SLE=3945 SRE=4969

[PSH, ACK] Seq=1561 Ack=1 Win=6424..
[ACK] Seq=2097 Ack=1 Win=64240 Len..

dim £ATE |me B _CILE_NNAC_CNDE_ANEO

ACK] Seq=1025 Ack=1 Win=6424..
ACK] Seq=1025 Ack=1 Win=6424..

0000 68 05 ca Of 74 1b 00 30 05 97 57 16 08 00 45 00 h...t..0 ..W...E.
0010 00 42 02 05 00 00 80 11 80 cb @a 01 01 25 cO a8 .B.iuiivs sraus%is
0020 ec @c f6 3c 00 35 00 2e 62 cd bb f4 01 00 00 01 ...<.5.. b.......
0030 00 00 00 00 00 00 06 75 70 64 61 74 65 09 6d 69 ....... u pdate.mi
0040 63 72 6f 73 6f 66 74 03 63 6f 6d 00 00 01 00 01 crosoft. com.....

agobot-eo-test2

Packets: 8016 - Displayed: 8016 (100.0%) -

Load time: 0:0.108  Profile: Default
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Opsummering

* Botnets er en trussel mod IT-sikkerheden pa flere mader. Det giver
kriminelle adgang til at kontrollere computere med henblik pa f.eks.
DDoS-angreb og informationstyveri.

* Vi har allerede set eksempler pa hvad angreb kan medfare — f.eks.
nedleggelse af offentlige systemer som NEM-ID.

* Botnets skal ses | ssmmenhang med et veletableret netveaerk af |'T-
kriminelle, og en del af en sterre undergrundsskonomi med egne
forretningsmodeller — det er big busines.

* Viarbejder med at detektere inficerede maskiner allerede i
kontrolfasen, sa man kan forebygge kriminelle handlinger.

* Det gor vi ved at udvikle systemer der hurtigt men przist kan se

forskel pa “god” og “darlig” trafik. Det er udfordrende og
spendende — bade at udvikle metoder og teste/udvikle dem!
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Tak for opmarksomheden

Spergsmal

jens@es.aau.dk



